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ABSTRACT 


The effect of jamming waveforms on opltinume7ulerlo a 
digital coherent Gommunications Meccoivers Cesi2amed ere 
Operate in a Gaussian noise only environment is analyzed and 
evaluated in terms of receiver performance. Near optimnun 
jamming waveforms (such as a tone jammer and aweighted sun 
of signals jammer) are postulated in order 0 deter 7ime 
their effect on the performance Of an Ae-ary Phase Shift 
Aeying coherent receiver. Additionally, the optimum power 
constrained jamming waveform is derived and analyzed for an 
M-ary Amplitude Snift Keying coherent receiver. Gr apical 
results of numerical analyses resulting from the evaluation 
of receiver performance are presented and interpreted in 
order to quantify the effectiveness of the jammers. 


Receiver performance iS measured in terms of word error 


probability as a funetion of sSignal—=to-noise frauto. 


TASER s  COUPENTS 


li INTRODUCTION -----------~~-...................—. 
ate M—-ARY COHERENT RECEIVER ANALYSIS) -------------- 
Bie RECEIVER STRUCTURE ------------------------ 
1. M=-PSK Coherent Receiver Structure ----- 
2. M-ASK Coherent Receiver Structure ----- 
oye RECEIVER PERFORMANCE ---------------------- 
1. M=PSK Receiver Performance ------------ 
2. M=-ASK Receiver Performance ------------ 
Peewee onene nl eReChLIVER PERFORMANCE ANALYSIS 

IN THE PRESENCE OF JAMMING -------------------- 
A. PERFORMANCE OF THE M=-PSK RECEIVER IN JAMMING 
1. Weighted Sum of the Signals Jamner ---- 

2. Pure Tone Jammer at Carrier Frequency 
With Set Phase 3+-++++-4-4444-.--------- 
B. PERFORMANCE OF THE M-ASK RECEIVER IN JAMMING 
IV. DESCRIPTION OF GRAPHICAL RESULTS -------------- 
et Sones ei VER PERE ORMANCE GRAPHICAL RESULTS 
Cree ee RECEIVER PERFORYANCE GRAPHICAL RESULTS 
V. SONG LU SLOG seeeess coo oe 65 3a eee 
LIST OF REFERENCES ----------+--+4-4----+--4+44--4+---- 
INITIAL DISTRIBUTION LIST --------------------------- 


OO NN Oo 


LDS oe SoicU RES 


M-ary Coherent Receiver Structure --------------- 
M-PSK Coherent Receiver Structure --------------- 
M-ASK Coherent Receiver Structure --------------- 
BPSK Receiver Performance With Tone Jamming ----- 
QPSK Receiver Performance Witn Tone Jamming ----- 
8PSK Receiver Performance With Tone Jamming ----- 
16PSK Receiver Performance With Tone Jamming ---- 


MASK Receiver Performance With Optimum Jamming -- 


ACKNOWLEDGEMENT 


Mees eure meoCOmeSs My Sratvituae and appreciation to my 
Miso advisor rOt., Daniel Bukofzer, for nis outstanding 
ememmproressional guidance, and for his efforts and patience 


Maas soesuin. me enrougnouy this research. 


T. DPROOUS TION 


The objective of this thesiS Psmtog@detern i nema e711 cr 
of deterministic jamming waveforms on the performance in 
terms of word error probability (P,) of multilevel digital 
coherent communications receivers which are desizgned to 
operate in an additive white Gaussian noise (AWGN) 
env imeumenT. 

Specific mathematical models of signals are utilized and 
jamming waveforms are postulated in order to detenmince 
receiver performance. 

The analysis and results are presen veduein sa 
Sec © loons. In the first section, optimum M-ary receiver 
structures are presented. These are well-known structures 
that can be derived using decision theory hypothesis testing 
concepts. Two specific cases Of SP2n al Ine Pernod Uae ess 
techniques are analyzed, namely M-ary Phase Shift “eying (M- 
PSX) and M-ary Amplitude Shift Keying (M-ASK) in AWGN only 
interference. Results On word Gnror pr obao iter coe 
PSK and M-ASK receivers are presented in mathematical form. 
In the second section, performance of coherent M-PSX and aA- 
AS€ receivers presented in the first section are analyzed in 
the presence of near optimum and optinum jamming waveforms 
respectively. Tne janming waveforms postulated and analyzed 


are a weighted sum of signals jammer and a pure tone jammer 


With set pnase. Tiesemeareowevaoulaveqg In terms of their 
eect On 7. for the M=-PSK receiver. momo Dl imum jan ning 
waveform to be used against an M-ASK receiver, and based on 
jammer power constraints is derived and analyzed in this 
Seerion also. The problem of jamming multilevel Frequency 
Shift Keying (FSK) receivers has Seen analyzed in (Ref. 1]. 
The determination of the effect of the jammer on the recei- 
ver is made simpler by the fact that generally, the M-®S4% 
Se WaseerOr Weatmemraozonal set. Finally, the third section 
Daeseotremechaplieq! sresults ObDtained from the evaluation of 
nerformance expressions derived in Section 2. The presented 
DLO ws Of PA versus Signal to noise ratio (SNR) are used in 


order to quantify the effectiveness of the jammers. 


Il. M=ARY COHERENT RECO gee eas 


AY RECEIVER Si RUC lis 

For the implementation of a multilevel digital com- 
munications receiver, the derivation of the system for the 
recovery of the transmitted Signal Slants "file ci 
assumption that r(t), the signal appearing at the front end 


of the receiver can be mathematically modeled by 


rt) 39s CC) ee is0 15 eee 
where S;(t) is one of the M possible signals used to trans- 
mit the information and n(t) is a Sample functtomect ava 
Gaussian noise (WGN) process having a two sided power 
Spectral density (PSD) level N,/2 watts/Hz. 

The optimum receiver for deciding whien Gf eyde we ies) eae 
Was transmitted in the interval [t,, tp] (with minimum 
probability of error) is well=knownm and its sce euerd cums 
detailed in [{Ref. 2]. An alternative receiver implementa- 
tion [Ref. 3] shown in Figure 1, is derived uUsineedeciscion 
theory hypothesis testi weonecoree lea: Vm «, the 
observations are set up as an Meary hypotheses testing 


problem [Ref. 4]. 


IUNZVINAIS ASALaIAY JUuauayo} Aue-yH 


ae surt 
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3q1o3a 
Ibe ('B}x vn 
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ies eae 
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et 


The M hypotheses are expressed as 


Hp ot ee es 

Hy : ae Ce) ae $1,(t) + n(t) vy < G S Up 

} (252) 
Hy 9 PC Cnenis ee eee d 


The detection algorithm or equivalently, the receiver 
structures shown are the result of the following sprocedure. 
The observed waveform is expanded in terms of a complete 
orthonormal (CON) setmoe basis etuger lous 


CO 
(g(t) oy <acee G5) 


where the first IS M baSis functions are dérivedir one 
Signals s,(t) via (perhaps) a Gram-Schmidt orthonormaliza- 


tION procedure, “so evar 


K 
Sp = etn (2) (2.4) 
k=| 
where 
te 
We 


The second equality has been obtained Onmetne oc aun ut omer mar 


the signal s;(t) was transmitted. Observe that 
K 
K=1 


y2 


where 


Uy 
> = Sao heeiey Gite ie elec Mas Ge 
aa J : : cowe. eK 
also 
te 
my = f a(t)e,(t)dt (2.8) 
te 


Miewcce to nemetUeen tmp lemenved 1S to choose H.s.as the 


true hypothesis if the quantity q,, where 


ee sccteee, = 1 Tsai) o 
2 
K K 
= 2 Ty Sik SL: ae Cae 
k=] 2 K=| 


Poeviomnarcesov wna mmeumulLtTIipnlieation of two vectors is to be 
Mieerapnetecmacmamdot or scalar product, Il|.l! stands for 


Tomnor Vecbor Foie en Wee hs defined as 


W : = 


i = No Im PCH} 21 


cid@meeatd ss, sare the (column) vectors 
ce igheme my Ie Gee) 
= 1 2 e e ° kK ° 


_ a 
Sj - [S354 Sid rs ae Sik ] (2. 2) 


iS 


The Vor vou orobabilities of occurence of the ith hypothesis 
is denoted P{H;,} for i=0,1,...,M-1. The receiver structure 
implementing tnis decision rule 1s dleghaned ie ee 

Further simplifications to the receiver structure can be 
obtained if additional assumptions are made. 

Two specific cases of signaling (or modulation) 
techniques will be analyzed. These are M-ary Phase Shift 
Keying (M-PSK) and M-ary Amplitude Shift Keying (M-ASK). As 
will be demonstrated, receiver simplifications result in 
such a way that for M-PSK only two correlators are needed 
and for M-ASK just one correlPavor “1s requ eer ee 


receiver structure. 


die M-PSK Coherent Receiver Structure 
For this type of signaling (or moduUwevion) eaem 


Signal nas a different phase and can be written as 


S,(t)=A Cos (wot + 27 i/M) 18 < 16. Ss UF, 1 SOR ele enc = | 


e) 


(2eaiey 


We will assume for mathematical simplicity that 
Wo (tp =t, ) = 17 | (2514) 


where n iS some integer. 
Determination of thie Das iieuei One er) oa) oer 
viously described can be accomplished using the Gram-Schmidt 


procedure [Ref. 5], or more simply by observing that 


14 


Cee Oo Wt ces Gee A sin wit sing, ce. (op 
where 


= 2 Oe | ey 16) 





(ieee omc lceassumeuien of Equation 2.14, cos w,t and sin w,t 
Meomo@ iOsovetmr Uer1Ons Over the interval [t, , tr J] so 
Ciao simp Lew mertmarization is required to arrive at a 
Pemeimeieexpresstom tor the signals s;(t) written in terms of 


Mic oasls FunculLonse  Tnus, 


g,(t) = cos wot 
\/Cte-t,)/2 (2.17) 


and 


Z(t) = S404 Wal 
f(t e-t,)/2 (2.18) 


Somenal EQviatlon 2.15 becomes 


S;(t)=A WeGGe=G)/ 2 OO Se) g,(t) +(-2 V (tp-t,)/2 )sind, Zot) 


CZs ) 


By inspection, the components of s,(t) in the direction of 


Bqiee) ania) aresrespectively 


Si = A WV (Creat )/2 cos 0. C7 o> 


and 


EE ee cal 2) (25259 


The cross correlation of any palr of theses aa 


t¢ 
ee ae) 50e) dle = x (tp = t,) cos eim@iesy ya 
to (2.228 
Observe that the energy of each signal 1s 
tg 
E =| 34 °Ct) dt = fjsal[* = A@(tep - t. )/2 £E i=0,1 M1 
ras i ~ HIS] if ) I> eae 
- C235 
where Ss; 1s the vector of components S44 and Si: Thus 


Equation 2.23 demonstrates thatwall siena ls eiayc sequen 
energy and therefore a normalized cross correlation can be 


defined as 


Pis = Pig (VEi VES = «cos (2 T Ci-3) /™) (2.24) 


Assuming that all signals have the same probability 


Of OC CUréNC eC ymmuitauemes 
eval | = eM 105. Vip secs oy el (23259 


then from Equation 2.23 it fo hows iar eo eis Wi and 


Sal in the receiver of Figure @ig=become tideoenaGenit on 


a 
2 
t 


he index i. Thus, equal WeishVine Wsmiee watson heed eD 
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Camila eoreume receiver of Figure 1. Such welgnting is not 
Gecessary and can be eliminated. From Equation 2.9 and the 
above, it can be seen that the receiver need only obtain 


1g e S) 5 


S, . Thus, the receiver actually computes q;, where now 


t 
4; =r. 8S; = [ce eHNGs cli PO ies = lo 6 c.c OF 

tg 

and bases its decision on which q; is largest. 

Determination of performance of the receiver in 
wins Ol DrODabl lity of error re Will require either some 
modifications to the receiver structure, or a reinterpreta- 
maOnaeOr ene DrO@okemeaam SUCH away that polar coordinates can 
be used to represent the ith channel output Staelin «IEEE (Cla 


mex Oressed Ime terms of its amplitude V and phase (CY 


etc. Usitiggeguation 2.15 in Bq@uation 2.26, q;: becomes 


be be 
qj = eos @ ; [Ar(t)cos Wot dt - sin; far(t)sin Wot dt 
ve ie 
= V cos(Q@; +) (2527) 
where 
y= Ve eee o<vV<o@ (res) 
uf 
Vo = V cos Q={ Ar(t)cos wet dt (Ae) 
Lo 
U¢ 
Peete) c(t ysinen.e at (2.30) 
Lo 
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and 


Q= tan GaGa 0<a< eT (2.31) 


Recall that the receiver decides witien fiagoo Ciera 
based on which gq, is largest. Tf (s3€t) us Ueda 
correct decision is made if q7 29g) [on 1=(pit ee an i Zine 


or equivalently using Equation 2.27, if 
V cos. (0, +) 2 V cos (eae) for alloaen (2322) 
Thais” cOm@di tion) 1S: sac ust ac ce 
en Pell Sc eee fOr wale. em feo) 


Thus, this equivalent tes® or decisionmrule Canivem an 
lated into the alternative receiver structure for M-=PSK as 
shown in Figure 2. Observe that only two correlators are 
required fOr CNhemecomouvar Tone VG ana Va eee aaNet: Saiie 
receiver detects the phase of the input signal. 

e. M=ASK Coherent Receiver S07 emul. 


In M-ary Amplitude Shift Keymae, eae s tema! wes a 


different amplitude and can be mathematically modeled as 


S;(t) = A. 


Ge 1=0), 1) > eeehie nceneerr (2.34) 


Lee 
Ve 


Er = | fe (t)dt 25) 
Lo 


JUNJINAYS UBALVIAY JPUIUBYO) ASd-h 






,oo}as 


LAQLWG 





OOFAcke stor 


Pale Ls 


ym uis Vy 





4)d 


ES, 


so that only one basis function is needeag eo fep we e aaa 


signals s,;(t), namely 

Be = GG ve ti oe (2.36) 
anigie Mic cine ine 

34) = A) Sees = OnMeeeen (2.37) 


Thus, the component of the signal s,(t) in the direction of 


g,(t) is 


S31 = As V Ee LS! O pali-e emer eral (25309 
and the energy of each signal is 


t 
ibSalt es Ee 2 f 5208) Givs:= Ne Er (2.399 

to 
We will assume that all signals have the same probability of 
occurence. Furthermore, Sincewonl y seme yD aces oni 
needed to represent the ws i prams Says C ie mee cee) eee ae 
receiver requires only one correlator Been tna Ciewrecoi er 
structure takeS On the {orm ShoOWOme eee ure es. From Uae 


figure, it can be seen Chat the Omepummos=each = cnengde! is 


tg 
ay =| f{r(ti|e,(trdt| AyVEp - 1 Ay?Ep (2.40) 
2 
0 
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QUNJINAIS UBALBIIY JUauoyO) YSy-W € sunhL4 





Bee! aay Wl 
a} PU 


ASOT. 


cal 


and the receiver chooses H: 


j as the true hypothesis if q; ZS 


the DPargest.. ~“Uiaivas.s if 


45740» q5j791) 60094570545 G57 KU 54d 457 IMR 1 (224) 


nen 2 decison smnadewse mat s;(t) Was the tranwomat toa 


Signal. 


Be RECEIVER SPERE OR MAQICE 
Receiver performance in terms of word error probability 


P. for M-ary coherent receivers operating in additive white 


e 
Gaussian noise is well documented for different signal sets 
or modulat@iom schemes [Ret. 230 12m Tae oom pu a one aia 
requires finding the probabilivy that OmemGaussitane auc 
variable gp exceeds M-1 other q gust m) )Gaussi ant cade 
variables which are jointly Gaussian but are not in general 
statistically independent. This tends to make the evalua- 
IC ONG ane ® Pe quite difficult in general iank soe aie 
modulation sechemes in practice lead tc Velosed Sion. 
mathematical expressions for P, that are quite tractable. 
In the next subsection, results on Pe eaowe 2S ead 
are presented. That 18S wordwerromspmeoeeee erect Omen 
receivers of Figure 2 and Figure 3 are presented in mathema- 
tical forme In the section fol lowimemuneworese meron ec eneine 
effect on the performance of the receivers of Figure 2 and 


Figure 3 due to some deterministic jamming waveforms, that 


are unknown to the receiver itself, will be analyzed. 


Zia 


1. M=-PSK Receiver Performance 
The word error probability of the M+PSK coherent 
receiver, (M > 2), operating in an additive white Gaussian 


noise environment [Ref. 3] is 


7TT/M oO 
a= | -| fexpl- ir? - 2 rv SNR cos 3 + SNRJ] draf} 
ze 0 
TT/M Cre) 
Introducing the following change of variables 
=r cos C25 
and 
v =r sinff (2.44) 


Piewmeemocaepe Te-expressed [kef. 3] as 





n TU 
CO atu = VSNR)2/2 M ~v*/2 
ae ea | 1 e — dvdu 
, V277 0 f27T 
(2.45) 
where the signal to noise ratio is defined as 
AM ee a 
Slikec= A Oa, Oe 2 
Nee Cs Mod 2 2) 


iietesomeme Symool energy. 
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Note that if M=2, Equation 2.42 Simplii ies ao) y tose 
word error probability of the Binary Paase Sart rs) 
(BPSK) receiver which in this case is equivalent to the bit 


error probability given by [{Ref. 3]. 


P, = erfex ( Y SNR) el) 


The complementary error function used Chroughouv vps tac. 


is defined by 


x°/2 


erica aca) dx (2.48) 


oO —_ 
] 1 e 
PEE 
a 


For M=4 (QPSK), the word error Srebability ommeweme cere 


receiver [Ref. 2) siimoelifies to 


tae = orton Su = er feat Sun (2 soe 
a VY 2 


For M > 2 amd large values of SNR thatveeuawanyee PX 10m 


[Ref. 6] the word error probability can be approximated by 


Po =emewuce (a sin t) (2509 


M 
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2. M=-ASK Receiver Performance 


remota erroresprObabDility Of the M=ASK coherent 


receiver assuming that the M signals are ordered in increas- 


ing amplitude and that the separation between each pair of 


ScoimseecutLive Signals is constant, labeled A, 


given by 


Py Se alent . VSNR ) 


The signal to noise ratio is defined here as 
ene 
SIRES SSNS ey 7/ Cie 2) 


(eegee ues detined an Equation 2.35. 


AD, 


Blues 


aro) 


(2.520 


Tift. M-ARY COHERENT RECEIVER PERE ORMANCE Sant oeee 


er ppp mm ee ee eee 


The analysis proceeds now under the assumption that a 
jamming waveform J(t) is present in the transmission chan- 
nel, so that at the front end of the receiver tiem ee 
r(t) takes on the form 

r(t) = s;(t) + n(t) + J(t) eS eee 


1-064) ,.< oa en (335 


The receiver will therefore have to test and decide amongst 


tne following M hypotheses 


We) = Sates = we) = aCe) 


H, : mie S(t) ~* n(t) + J(b) \e 


Hyoqi r(t) = sy_4(t) + n(t) + I(t) 


uSing the decision rule implemented by the wot reece 
Figure 1. The jammer J(t) is modeled as deterministic yet 
unknown to the receiver. The analysis is therefore designed 
to determine the effect of the jammer on the recéiver 


performance. 


A. PERFORMANCE OF THE M=PSK RECEIVER IN JAMMING 
In the presence of a deterministic jamming waveform 
J(t), the output of the corre] agorsme neem cleo ons 


Figure 2 become 


te 


Ve =A f es ven Ctje (lt) eos wit dt = Vocos & 
t 
: (3.3) 
and 
te 
Vou oe J eerpee tot) +J(t) | Sin wit dt = V sinc 
to Co) 
oeel ve tiavecenditloned on any hypothesis, V, and V. are 
Gaussian random variables with expected value m, and iM. 


respectively, where 


Ma eo aa eae ae VC te = Dee Ls, os J4] LO wes l= | 


(3520 
and 
Mg Gig ONS ela = Av/(te - Gay 2 [S;5 + Jo] slim O es eee ea. 
Cee. 


where S47) and S55 are leminecdepinweQuation ¢.20 and Equation 
eee ip respectively and J, and Jy are the components of the 
jamming waveform J(t) in the direction of g,(t) and g5(t) 


Meospeceulvelyeand defined by the inner product 
iz 
Jy = f(t) gy(t) at k = 1,2 Che 
bo 


Vimuiomnonee tie conditional variance of Vea Vl Seg e 


shown to be 


zal) 


Var Bier asts | =e at [V7 hee = ine Ac B=) . Wale 
2 


Oeil ples 
(3.8) 
and their conditional covariance is 
E { Eve - mo] Tis - ee iy Be | ie 2, (329) 
Thus, V, and V, are uncorrelated. Since they are Gaussian, 
V, and V., conditioned on any hypothesis are independent. 


Using standard double random Variable veransi ormacuen 
techniques , we can obtain tne conditional jcoineeprobabisiaa, 
density function (p.d.f.) of V and CY as 9a tunettom. coe 
COnNdICIONa) (jomntt pede oes V, and Vs. Leaving out tie 


mathematical details, we obtain 


DGiaec 7a) = V ae - 1 ve - 2 V (m,cos(y+ m,sinCi)e 
DintOr 25 O= eemeOk 
+ Te - ns. | 
g* Gop 
for 08 < V < Co seand O<Q< 20 , aoe een 


Introducing now the fol lowing changeset evaciaoles 


| cos {I (sa) 
ms = N sin Gre) 

SO tha 
Ne = ee + moo = Ac (te - ty) seo + ae + 35 3) + Denial 


2 
Coenen 
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NO 


ewe) oe (ses ls) (3.14) 





12 
Bw 


Nay 2 


fe) 


and 
tf = tan! (m./m,) 


_1 Si2 + Jo 


tan 


Mammo Oos stole voOwexpress Equation 3.10 in a different form. 


Observe that 
ine cosi@ves) ml. “sim Cy =" N cos, (C¥= (1) (Ga 16) 


Semenac We Can write Equation 3.10 as 


V exp} J 2 ee Nae CO SmCCY = LL ) i+ Al 
a 2 


PAICOr o- O or 
O< V<@ 
pey , / H; )= 
One. < 925) 
25) 
0 otherwise 


Peo nmcOmOOLaGMN tne pnd. te Of CY conditioned on d we 


i ’ 


integrate p (V,Q¥/H;) over the range 0 < V <@ and obtain, 


CO 
p(Q¥/ H;) ={ v__exp]/- 1] v2 - 2 VN cos eae a me 
nee iis 2 [Ga Gk Oo 
Spreis)), 
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With the change of variables 
eee (6) (3.19) 
p(Q/H;) takes on the form 


OC Or 
rere!) 


OO 
OC OX TEES if exp Ji= ir po a er Neos(Q- [L)+N¢ ) 3 
Daf de ol | | 
0 


Returning to the receiver decision rule (see Equation 2.27), 
if s,(t) was transmitted, q, is maximum if the distance 
[eel ee Or 1s mimimum, That ges sar. 
lO, +Q@ s<lO; +l for all ifm (3.21) 
120%) {eee | 
It can be seé@én that this inequalivy fs valid ier ieee 


region 


-6, -T/M < & < -O, +77/M 5 e-2-2 


Thus, the probdability of correctvly delec Vinee mien 
Signal is equivalent to the prebael tim wt ieee wes Doe ie 


region specified by the inequalivy vot meee on. eee 


is 
= ect TT] M 
P (COnmecT—ideci sony Eee =| pC 7 ic ey 
~6,- TIM 
-Q+TLIM oo 
=| (oe - 1 a -2r N-cos (CSeapae n2 | } arace 
-O-TT/M om : a Oo"! 


(32 Sp 


BC 


Bevelng 
GQ = oro (3.24) 
then 
TIM = oo 
r =x in S 
- 2r N cos((}-@,-LL) + Ha | dra ff 
N or 
Gs | = 
(3.25) 


P {correct qeeesaon/ Hs = 





ot, 


With the assumption that all signals are equally prob- 
aeowe ene average prodability of correct reception is 
M-1 


Pamuconrecu deelsiony = 1. Ee Poor ece: decision/i. | 
Mineo (3.26) 


Hence, the M-ary PSK receiver word error probability becomes 





as = 1 = P {correct decision} 
M-1 (MIO es 
_ ae en y r exp] - 1|re - 
-TIM ° 


- 2rN sone N@1\ drd 
r $ cos Sh [L) + | ! ie B 


CBee 
Observe that in the absence of jamming 
Jy = J9 = 0 Gs725)) 
and 
Ne = SNR ae oe (3.29) 


cy 


so that the double integral becomes independent of the index 
m and therefore we obtain the Same mathematical expression 
as in Equation... 42 em Poe 

From the equation of probability of word erie peeer does 
not appear possible to analytically determine a jamming 
signal J(t) which is optimum in the Sense of pyreocme aed 
maximum probability of error, SUbjecU CoO Some at7e Sear. 
straint on J(t). Observe that as J(t)2@0, P,—+l. However 
it appears possible to postulate jammers that may have fear 


Optimum qualities in the sense defined above. 


1. Weighted Sum Of The Signals Jammer 
An initial jammer choice 15° 6ne in Whiea sd (tee 
made up of a weighted sum of tne signals "sq7)-) Slam 


Simplicity, uniform weights are chosen. The jammer power is 


denoted Py, so that J(t) takes on the form 


M-1 
J(t) 2 V2 Py/M » cos (wot + 2 7 i/M) (3. 0) 
1-0 


Observe that 


Se) 
js 
i 
ro) 


/ in M-1 


| — 
© 


eS .3 1) 
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From Equation 3.14 and Equation 3.15 we see that perfor- 
telmes Of the receiver is affected by Che components of the 
lave siemaaetm the direction of the orthonormal basis 
pine tions g,(t) and Go(t). Thus it can be shown that Lon 


tails jammer choice 
te 
J, = fst) g,(t) dt 


to 


a4 (tp - t,)/M a Sea =) = 0 


Sites 7a 
(3.32) 

and 

tp 

J5 = f I(t) Bo(t) dt 

to 

= = VP; (te = Ge) Ua Sime (/ 2) ; Stn ((M=1)2 77 /2M) | 
Srinee  o/ MM 

= 0) (Sys) 


SLNce Jy cuba ane caulialy to zero, Equations Bt! 
Miomeeomeaewecanivalent to the statement of Equation 3.29. 
Therefore we obtain the same result for word error probabil- 
ity of the M=-PSK receiver in white Gaussian noise only 
interference aS given in Equation 2.42. 

This surprising result can be analyzed from a 
different perspective. From Equation 2.26, in the presence 


of noise and jamming, the output q; of each channel of the 
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simplified version for M=PSK of tne Yecer\ cr of ye 


given that s,(t) was transmitted, is given by 


te 
ay 2 f (s(t) + n(t) + J(t)] sy(trat (3.34) 
to pl Ce | M1 
mae |: »M-1 


The receiver is now affected in “eaen Channe Weave o )o 7 
component of the jamming waveform J(t) in Giewa -ccloueo 
the signal s,(t) for i1=0,1,...,M = eee Tmet see ey aurea 


component of aee is 
tp 
f s(t) sy(t) at i20,1,.2.,M=1 
Lo 
With the choice of a uniformly weighted sum of signals. 


jammer, using the first equality of Equal Wee 5-3 lees 


Equation 2.24, the jamming component of q; becomes 


te M=- 1 — 


ee) Sat) Cite 2 P/M BE S/o P i3 
to 


j=0 
iz0,1,...,M-1. (3.35) 


Cie 
It can be shown without diffi teultyeeaa: D Bay iS 2ero om 
12=0,1,...,4=l.) 6 Pas eae ieee oot ae a> 22a Or 
all M chanwel sot =f nemnece iw tie Therefore the uniform 
weighted sum of signals jammer has no effect on the M-PSK 


receiver performance, and would @as aurea) tot nun sme 
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PeorecnOlee £Or a jamming waveform. Penon-unlwiorm ly 
weighted sum of signals may prove to be a better jammer 
however this has not been analyzed in this thesis. 

eel ome anmer av Carrier frequency With Set Phase 


The jammer choice here is such that J(t) is given by 


GE) = 4/2 P cos (wt + 2 fie eM) (3.36) 


Remesome L=0,|,.myi-|1. Ihis proposed jammer nas the fol- 


lowing components J, and Jo ° 


Sn ec) 2 cos 217M asi) 


and 


ee) ee el) / 2 ee ne i /M (3.38) 


If we define the jamming to signal ratio (JSR) as 


ei Sees (A°/2) (3.39) 


adgemeeen Fhe definition of.SNR in Equation 2.46, it can be 
Simei olatve l£qdUaCi0n 3.14 and Equation 3.15 become 


respectively 


eee OURNL +2 JSR cos(g, -6,) + JSR ] (3.40) 
Ge | 
and 
sing, +,/JSR sin#-; os 41) 
{lL = - tan eee = 
COS On + ,/JSR cos; 


Bi, 


A computer program has been written to evalUave Po 
given by Equation 3.27 using Equation 3.40 and Equation 3.41 
in order to obtain numerical results That Wil eevee Sea 
effectiveness of this jammer. 

Word error probability versus SilgmMal Copmomooe are 
is plotted and shown in Figures 455; G@and (167 oy 


2), QPSK (M = 4), S8PSK (MM Seo and SiG ae 16) 


respectively, for different jamming to signal ratios. 


B. PERFORMANCE OF THE M-ASK RECEIVER IN JAMMING 
In a jamming environment of tne type analyzed in tne 
previous section, the output of each channel of the receiver 


of Figure 3 becomes 
tf 
a= | ftsq(t) + a(t) + J(t)] g(t) dt| ay Ver - Ay? Ep/2 
to 
120-1 ees (2a 


As before, the decision rule implemented by the receiver 
1S) Lomeneose Hj as. the true hypothesis if qj is the largest, 


that is, if 


957902 95794 cers W57D G24 9 G7D G41 cree = 157 I~ 
Ss) 


ey Ss ;(t) is transmitted, then Equations 42especones 


qa; = AgVEp (ANEp + 1y + J) -  AGo Ep/2 (3.44) 


Assuming that tne M possible signals SG), arencrdcred if 


mrerecasing amplitude, that is 


a key <2. eS Ay, (a5 


j= J Ja 

Vee eduabpion 3.44 in Whe™iregquvialities of Equation 3.43 
meas CLO Utne observation that given that sj(t) was 
teamsmitved, no error is made if Ny; the nolse component in 
PememnmectLOneOtega(t), ranges between the limits of the 


following inequality 


= - CA; -~ As_1)VE¢ =- Jy <¢ 4 < 4 Ore - Aj) oF =- Jy 
(Sao) ) 


Observe that n, is ar coma! tema! GausSlam random Variable 


With expected value 


(omen vo the zero mean nolse assumption) and variance 


ee need } = NGV2 (3.43) 


Therefore the probability density function of n, conditioned 
On Mees 


J 


p (nq/H;) =_ 1 exp C -ny® / 2(NQ/2) 1 (3.49) 


V2 7T(N/2) 


it 


Letting C;,+ denote x ‘Ajzt - Aj)VErp - Jy, the 


probability of correctly detecting the sjtn signa 


Dy 


Pp i Omer 0 haa dd La = 1 exp tag © ON RY Caairotay 


C3 er 


With a ehange of Variables Equation 5.50 Cakes sonido on 


eles eer ole H —— 1 exXp [-x°/2] dx 
j 2 





C325 


If we assume now that the separation between each pair of 


CONS@cutive Signals 1S constant seme mess 
Ja Vos gl G3. 52) 


then the probability of correctly deveecving Sthemye Sine 
is independent of the index j and the receiver average 


probability of Correct derocy crimens 


P {no error}? = P tno ernone, Hj} 


C+ 
~x°/2 
= ] 2 dx 


V27 (358 
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magere C + denotes [+ aie Stor = Ja! BBN 57 2 Thus the word 
2 


error probability of the M-ASK receiver in the presence of 


jamming becomes 
Zee errors} 


C+ 
~x°/2 
dx 


i 
as 
i 

(D 


\/2 7 


C- (3.54) 


CY pa (ce oe = eric (C+) 


Pets eworcm notin gecnat if J, = O, then the last expression 
ieee tee auartoms.54 becomes identical to the expression 
for P, obtained in Equation 2.51. 

From the Second equality in Equation 3.54 involving the 
Verio ecCcei vere probability of error, the effect of the 
lemme Waveform on performance can be analyzed by 
investigating tne derivative of the receiver probability of 


error with respect to Jy: Carr vem thismout we obtain 


Z 2 


N 


Coie . .2 sinh (ie! x) 
Oi, VIN, 255) 
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From Equation 3.55 951t, 1ollows mew 





Pa Jy ew 
Op, =] = 0 J, = 0 (3.56) 
Cs, 
<0 J 
Thus P, iS monotonic in Jj. It is a decreasing funecvion for 


negative values of J, and iS auggimicreasing ei Une one 
positive Wales oO lors Therefore we Can maximize 0h amos, 
making J, as large in magnitude as possible. 


From the Cauchy-Schwarz inequality we have that 


i. =f J(t)g,(t)dt < sce) | | fertcerae| (365% 
ib to to : 


thusswe cone Bude “waar Jy can be only as large as the square 
root of the energy of the jamming waveform and this will 


OCEUr if and on wee 





J(t) = 0g, (ee nemae (3.58) 


Since we normally must satisfy some energy constraint on the 
jammer, that is 
f te 
A 2 2 2 
fo oe) dts. i K WgGelecr. = OK 30500) 
t to aia 


~O 


it can be seen that the maximum value of Jy iS 
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and the maximum ee Gieweecan De OCbOtalinedm@with such a con= 


strained jammer is 


[4 AVE - K | //NQ/2 
2 
-x°/2 
e dx Coast 





Pe. = 1 - 1 
| V2 7 
[- 44 Ep - K] AN o/2 


Voce yc mua t ewe 8Can Interpret Signal to noise ratio 


Cimoeand jamner to Signal ratio (JSR) as 


AVE 
f 
= 1 fate, =+/SNR /2 
V No/2 2¥N,/2 (mee) 


h|— 





and 


K = [Ke =/JSR 
= _VNo7e 
VN,/2 Crs 


Using these definitions, the M-ASK receiver word error 


probability with optimum jamming becomes 


Pa. = erfy (-1./5ur -fJSR) + erfex ( 11/SNR - JSR ) 
2 2 


304) 


We can see that for a fixed JSR, increasing SNR will cause 
Mite ecis som prODadllNity Of error to tend to zero. A 


computer program nasS been written to evaluate P, given by 


4 


Equation 3.64. Performance versus SNR 1s plotvved and = snown 


in Figure 6 for a set of Valuccmor so. 
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Woven Thor Une mr CAL REOULTS 


Miedo eNcpecam DpLOUS resulting from evaluation of the 
derived performance expressions for the M-PSK and M-ASK 
receivers are presented and interpreted. These plots are 
Usain guanibaivane the effectiveness, of the proposed 
jamming waveforms. Bie eraphicaberesulvs display receiver 
Mieleeec@mor DPCODadDiwity as a function. of signal to noise 
Palo mcsh) forvdmerecrentavaluesmof jamming to signal ratio 
(JSR) for the specified jammer. Each plot presents the case 
Seo hes COLON Onagerwyo algsow comparisons of the jammer 


effectiveness to the receiver performance operating in addi- 


Eee Wolwe Gaussian noise only interference. 


Peete neh Chl veh ee manrORMANGE GRAPHICAL RESULTS 
Ceapolreauereawmys Or fecerver Word error probability for 
BPSK, QPSK, 8PSK and 16PSK modulation were obtained for the 
case in which a tone jammer with fixed phase was used. 
Wewmouvew wey al vat lon Of PEGQuatvion 3.27 uSing Equations 
3.40 and 3.41 was undertaken, and the corresponding graphi- 
Cpepeecmeeeo more Shown imsrigures 4, 5, 6 and 7 for BPSK, 
Teewmmoesneand 1oPSK modulation respectively. Ne can 
observe in all these plots the "breakpoint" phenomenon [Ref. 
(it acre or JSh beyond a specific value, P, does not 


Meomormenied ly decay With inereasing SNR. Tis Seah e 
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explained as follows. As the power of the jamming waveform 
increases, the channel correspondinecevon ne Siem aes comer 
used as a jammer becomes larger also. This means that the 
receiver decides most of the time in favor of the Signal in 
the jammed channel, while the probability of such a signal 
being transmitted remains at 1/M. “TnUS "the preeaortiy, cae 
the receiver will err becomes 1 = 1/M, which approaches 1 
for moderate values of M. 

For BPSK modulation (M=2), from Figure 4 we can see that 


aS JSR takes on values greater tnan or equal to 1, P, tends 
to 1/2 with increasing SNR. Nove thav in crder  concoeuann Es 
of 1075, 13.5 dB of SNR are required at a JSR of 0.0, 16.5 
dB of SNR are required at.a JSR ef Onl and 23a an 
are required at a JSR of 0.5. ObDSe@Hiwe allso) Valet Or ee 
1, 10 1S not possible to) ob ain or im or 

For QPSK modulation (M = 4), frompmieuire Sy oegeeemedar 
as JSR takes on values greater than or equal to 1, Pa Weialal’s 
to 3/4 as SNR inereases iy In or der p ome ence Ramet. oe’. 
16.8 dB Of SNR are requared wat au ors 0.0, 19.5 aB- of Sivek 
are required at a JSR of 0.1 and 2/22 dbeer Ss hee eer oor s 
ata JSh@ormoas- 

For 38PSK modulation (M=8), from Figwmero, we Mou1cene aa. 
as JSR takes on values greater than or equal Wo es tends 
to 7/8 with inereasing SNR. lnmomacwers Clee ink ly 1078, 


21.9 dB of SNR are required at 4 JSh vo fe@e@mand es eee peers 


are required @Ueamis Recomm oie 
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mica one Figures /, for 16PSK modulation (M=16), we 
can see that the tone Jammer renders the receiver inopera- 
ome neem a evends to 15/160 as JSR takes on values greater 
Cmemeezero, In @erder to obtain v5 Teg 1975) Eo aes Of wo 
qpem@cquitned atUVeldoR = 0.0. Cercaitvly, as the a bliene ic sisia0 
levels (M) of the signals increases, the probability of word 
Cmeommancreases.mminis behavior iS well known. Consequent- 
Macs NOL SUbprising chat relavively low JSR values can 
render the receiver effectively inoperative. 

iigemresudees of OMapteres demonstrated that the uniform 
weignted sum of signals jammer has no effect on the M-=PSK 
receiver performance. For this reason, no plots are pre- 


Semecd for this particular case. 


Se ee hEBGEly BaePeRNORMANCE GRAPHICAL RESULTS 

Grapmical eresults) on whe performance of the M-ADSK 
receiver were obtained for the optimum power constrained 
Demise wavetomm Geraved insCnapter 3. Through computer 
Svemuation Of sfQuacton 3.04, graphical results are shown in 
Figure @ for receiver word error probability as a function 
Cee eotetixed) JSR- Observe that P, tends to zero as SNR 
PMicmeisoomsuemma 1 Txcd DL arbitrary value of JSR. There is 
no "breakpoint" pnenomenon here because this M-ASK receiver 
Eomootmuremmremeed by a tareshnold,; A better understanding of 
this comes from a re-examination of Equation 3.44. log 


Gemonvsmeaves §tmat tame ratio of jammer power in any one 
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channel to jammer power in any other channel remains 
unchanged as jammer power increases or decreases. Note that 
in order to obtain P, of 107°, 19.8 dB of SNR are required 
for a JSR = 0.0, 20.1 dB of SW are requir ce roe a 
0.1, 20.6 dB of SNR are requir ede, ea JSR = 0.5 and 22.9 ds 
of SNR are required for a JSR =] 5. Ores oe oe toe 
that the results are independent of the number M of signals 
used. This is due to the assumption that steno sc var acreu 
was constant. Therefore as M increases, the average energy 
(and peak energy) of the signal set must increase (assuming 
equally likely signals). Without a@ constraint om average on 
peak energy, results will be independent of M. It is pos- 
sible to derive results in jamming effect for peak energy 
constrained signa es eusc. As can be expected under these 


conditions, the receiver performance worsens as M increases. 
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BPSK RECEIVER PERFORMANCE 
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Figure 4 BPSK Receiver Performance with Tone Jamming 


4/7 





QPSK RECEIVER PERFORMANCE 









FeO Ot sees Os! 1 6 OOF COO Ss see Os 4Beoeve+=8e88: 


‘S 


-*@@++2epet cone 


ee ee 






s s tl 
2 OFFS OT SSS 08 08 OFS 6 SFSS TOTES SS SEES ESEVETSOVOETO OF OD OETBEEOS 
° s * 2 












eteecce 
One eters ene sepesecese ses cocce 












SGesgoses sees sees etesecengesseeseseeees 
. s . 






SSS 08 68 6 O8SE54E 0004 299858228 244 SHEE OO 
‘ . 


PYTPT TITS rs 
i ‘ 
. 


s 
. * 

C2 eeeseoes aeoe seen cote eeesectes 
° e . 
s 
s 
s 








eeasevese 


$0000 050008 CSESSTOSS FEDS SSFOSSFOTSSSE VFS SHES OHSS TS 
‘ » 


2 
$980 9808 O88SS8 ORS OEFET Oe 48F8 EH GOTSCOT OBESE OS 
* © . * 






OF 00 08 Cee Pawn ele Oc OF 002 00 O8 Cptesogcncepace 
e e * s 
* ° ® e 

© 000 00S 660 0006 068 OF OFF 080 ST EES SHEET CS S2EE8 
° . ° 




















° 
eS eeeetesed 
s 











» 


S8 oH OOO O8SSS 888 OHS TSS SHEFF FEF SSTEFSSCEFSFEBESe 
° . 







e228 seetsesese of eFaeeseenveteseesses eecssee 
. 5 » 


OSS 888 SS OSS SSE SHEE S FOSS S985 4485095809889 8 O8SE SSOSS CSTE FOKS F949 04 F8008 55548 
° ° . . * 


' * * ‘ 
FOTOS CODD SEL ETSS BESTEST TESTE FESS SS1ESTSEES ETS Ohe 


e ° » e 
. ° e ° 

OO FES FF O85 SS OF SST GF OSTS THIF SETSETSCHG OOS COTE BESSS 
J . ° 














O28 CHO SSC SES ED OB COESE SOOO 8 FGFS S044 8888 
» * = 


8888S SSSS8 £8 OFS 8828 25S 4S8ESSFSSSS8 SE SSSESSCOBSED 
° s s Ws 


0 C0000 s crersees ccohese conse choscces coopeonessees. 







° 
° . . ‘ 
weereccegeoe Cet onnepoeses vee 
‘ s . s e ‘ 

o . s ° ee 
. . s 


° * 
BOSCO TESTSCPEFHEFO COT STSOGCETESCE 
e r 











® 
s i] * 

















* ° ° 
PTF OR Os CO OHe epostveceneevs 


jeSeesaseresteo 
> 








98020 Ope 2 ee@es oveeeee 8 eee 


Seevesneceee SO 8 90865 SF OF O8SSFE 2 COTO ERS 
s * ° 


0 JSR=0 
a JSR=0.1 | 
A JSR=0.5 
Seek) 

x JSR=5 

° JSR=10 


‘ : cos eo ae oc} snc cate cposecesee 


BO OF 09 0S O444 FHS 84S 48S0858 
i] . 





























seccccccorese 










82 eG 004 08 Fee seeececes ses eote 
2 2 























. 


. 
S0teesessoase © 8 e FSG C2 COO OF FETS S SEED 
* . e 





. 
s e 
s . 
‘ » 


Figure 5 QPSK Receiver Performance With Tone Jamming 
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8PSK RECEIVER PERFORMANCE 
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Figure 6 8PSK Receiver Performance With Tone Jamming 
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Figure / 





16PSK RECEIVER PERFORMANCE 
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MASK RECEIVER PERFORMANCE 
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Figure 8 M-ASK Receiver Performance With Optimum Jamming 
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V. CONCLUSION 


The optimum coherent receiver formu l cite 7] ae 
Signals designed to operate in additive white Gaussian noise 
environinent was analyzed for the special cases of M-=-PSK and 
M-ASK modulation under the presence of jamming waveforms. 
Receiver word error probability was used as a measure of 
receiver performance. Jammer waveforms capable of degrading 
receiver performance were postulated and analyzed. For M- 
PSK, it 1s concluded thav a (Un omni sees aed eS aor 
Signals jammer has no effect on the receiver performance. 
Using a tone jammer at the carrier frequency with set phase, 
it was concluded that for a moderate number of signals, 
relatively low jammer to signal ratios (JSR) render the M- 
PSK receiver effectively inoperative. The optimum jamming 
waveform, optimum in the sense of producing maximum receiver 
probability of error for a given jammer power level, was 
derived for M-ASK modulation where the ASK signals have 
constant S@@arac Lon. (NO Constraint om average or peak 
energy of the signals was used). For equally proevabere 
Signals the optimum power constrained jammer was derived as 
Specified =e selay Tom = jesoe 

For future analysis, it 15 SUZS es Pedmpome ons icc mmereis 
jamming strategies that may prove to be effective. For the 


case of M=PSK modulation a good jammer choeme- scou ld (igen ee) 
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bemecenOUmmuniltorm Welghnted sum of Signals, or a sum or 
Gmererence Of 4@ palr Of signals. Mor tne case of M-ASK 
Hoc lon lt so Sugesested to derive results on jamming 
effects for peak energy and average energy constrained 
Signal sets. Under these conditions it can be expected tnat 


the receiver performance worsens as M increases. 
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